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executive summary  

Have you heard about e-Discovery? There is 

a lot of attention in todayôs market on e-Discovery.  

But just what is it? Why is it smart to know more about 

it? What do you need to know about federal legislation 

in this area? And what impact does it have on your 

sphere of operation? There are dangers and costs in-

volved when e-Discovery requirements are sidestepped, 

brushed off, or worseðwhen they are not known and no 

action is taken at all to address them. With new tech-

nologies come new issues and new responsibilities. To 

take a  proactive approach is to stay in control and ahead 

of the game. This paper assists in providing you a 

knowledge primer on e-Discovery, its implications both 

general and specificðand what you can do about it in 

terms of  digital data retention solutions.     
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ƴ Overview of E-Discovery 
 

Before any discussion at all of e-Discovery moves forward, it is vital to 

know what we are talking about.  

 

In a nutshell, e-Discovery refers to the legal discovery process for pro-

ducing digital information as evidence in court proceedings. The ñeò is 

for electronic, and ñdiscoveryò refers to the process of finding out.   

 

In the old days, it might have been a letter, or a handwritten note, 

waved before a jury by a lawyer making a point.  

 

These days, trillions of e-mails are exchanged both internally and exter-

nally within and beyond all manner of organizations including those in 

healthcare, finance, legal, business and education.   

 

Of course, it is also true that all of this digital data does not stop with e-

mails. PDAs, flash drives, CDs, hard drives, Instant Messagesðand on 

and onðall have their electronic trails and can be discovered.  

 

But all this technology has been in place for at least several years now. 

So why is e-Discovery suddenly such a hot topic?  

 

What has changed to press the issue are the Federal Rules for Civil Pro-

cedure (FRCP), which are the agreed-upon ways plaintiffs and defen-

dants in a lawsuit conduct their proceedings in the course of litigation.  

 

Although the FRCP have been in place since 1938, every few years 

they are amended to keep up with the times. Before 2006, they hadnôt 

been amended since 2000. A lot has changed since then.  

 

Water cooler communication no longer bubbles up into the air and dis-

appears but is often set down in e-mails. In many sectors, instant mes-

saging is beginning to overtake phone as a means of communication, 

and there are logs that track all of it. Even phones have voice mail sys-

tems which can then be transcribed, searched and evidence relevant to a 

case can be discovered; as you can imagine, the list goes on.  

 

Though it may feel invasive, even Orwellian, that all of this electronic 

shadowing of our very existence exists, itôs a reality we must confront.   

 

And while December 2006 marks the effective date of  FRCP amend-

ment enactment, judges are just this year educating themselves to catch 

up with the law.  

 

By the end of 2007, every entity from major corporations all the way 

down to school districts and small businesses will no longer be able to 

use dog-ate-my-homework style excuses such as ñthose files are miss-

ing and we think theyôve been deleted.ò By then, the courts wonôt have  
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it. You might say, ñShow me the electronic filesò will be the new catch-

phrase in the legal world, and that e-Discovery is the new necessity.  

 

Thatôs because sanctions, penalties and fines all add up to costly fees. 

Excuses must give way to proactive solutions if an organization wishes 

to survive without an extremely high state of legal vulnerability.  

 

And while large corporations must shift their billion-dollar budgets to 

accommodate for more efficient solutions, itôs the little guyðmid-level 

organizations including small and medium size businesses and school 

districtsðthat truly feels the pain.  

 

However, with increased knowledge of the e-Discovery realm, even 

schools and SMBs can be poised to take control of their digital data 

retention issues and more effortlessly increase their level of responsibil-

ity in this area. The pain of procuring that needle-in-a-haystack e-mail 

from tens of thousands of files (at the cost of thousands of dollars in 

legal fees or tens of thousands of dollars in potential sanctions) can now 

be obliterated.  

 

With digital data retention methods fast-evolving, many small busi-

nesses and schools already have data storage and back-up systems in 

place that can easily accommodate for an effective e-Discovery solu-

tion. Not far off from their extant frameworks, an e-Discovery solution 

may be economical after all.       

 

But such entities must not wait, they must work to take action now. 

Many organizations, small businesses and schools included, have spe-

cific requirements about what type of data must be reproducible.  

  

And while a staggering 21 percent of employers have had employee e-

mail and instant messages subpoenaed in the course of a lawsuit or 

regulatory investigation, itôs still early in the game: Just 35 percent of 

employers now have e-mail retention policies in place.1 

 

Explanation of e-Discovery  
 

For a detailed explanation of e-Discovery, a security-specific informa-

tion resource for enterprise IT professionals, SearchSecurity.com, offers 

this extensive yet easily comprehensible definition:   

 

ñElectronic discovery (also called e-Discovery or ediscovery) refers to 

any process in which electronic data is sought, located, secured, and 

searched with the intent of using it as evidence in a civil or criminal 

legal case. E-Discovery can be carried out offline on a particular com-

puter or it can be done in a network. Court-ordered or government sanc-

tioned hacking for the purpose of obtaining critical evidence is also a 

type of e-Discovery.  

 

 

ñ 

ò 

While large 

corporations 

shift their bil-

lion dollar 

budgets, the 

little guyð 

mid-level 

businesses and 

schools ðfeel 

the pain.   

5 



 

 

 

ñThe nature of digital data makes it extremely well-suited to investiga- 

tion. For one thing, digital data can be electronically searched with 

ease, whereas paper documents must be scrutinized manually. Further-

more, digital data is difficult or impossible to completely destroy, par-

ticularly if it gets into a network. This is because the data appears on 

multiple hard drives, and because digital files, even if deleted, can be 

undeleted. In fact, the only reliable means of destroying data is to 

physically destroy any hard drive where it is found.  

 

ñIn the process of electronic discovery, data of all types can serve as 

evidence. This can include text, images, calendar files, databases, 

spreadsheets, audio files, animation, Web sites, and computer programs. 

Even malware such as viruses, Trojans, and spyware can be secured and 

investigated. Electronic mail (e-mail) can be an especially valuable 

source of evidence in civil or criminal litigation, because people are 

often less careful in these exchanges than in hard copy correspondence 

such as written memos and postal letters.ò 2  

   

There are several other excellent sources that explain e-Discovery, but 

the preceding explanation is the most straightforward, comprehensive 

and useful one for our ends here.    

 

Related regulatory requirements 
 

While the need to meet compliance regulations regarding the backup 

and security of company or organizational data has never been stronger, 

e-Discovery demands are also growing.  

 

Yes, Sarbanes-Oxley, Gramm-Leach-Bliley, HIPAA requirements, state 

and federal accounting regulations all require totally secure data stor-

age, backup and recovery capabilities.  

 

But December 2006 amendments to the Federal Rule for Civil Proce-

dure are a watershed event marking a new era in legal proceedings, re-

defining ñdiscoveryò to incorporate and accommodate for  

ñe-Discoveryò. Imagine in the old days a couple bankerôs boxes full of 

physical documents and files; now imagine gigabytes, even terabytes of 

information on any digital storage device.  
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Computer forensics, also called cyberforensics, is a specialized form 

of e-Discovery in which an investigation is carried out on the contents of the 

hard drive of a specific computer. After physically isolating the computer, in-

vestigators make a digital copy of the hard drive. Then the original computer is 

locked in a secure facility to maintain its pristine condition. All investigation is 

done on the digital copy. E-Discovery is an evolving field that goes far beyond 

mere technology. It gives rise to multiple legal, constitutional, political, secu-

rity, and personal privacy issues, many of which have yet to be resolved.  

 

Source: SearchSecurity.com 



 

 

 

 

As a result of the FRCP amendments, the realm of information manage-

ment, particularly digital data retention with e-Discovery capability, has 

moved from vital in case of emergency to must-have or your company 

or organization will be legally vulnerable to heavy sanctions.  

 

Indeed, because judges will be comfortably familiar with the law by the 

end of 2007, its enactment will be completeðand its related regulatory 

requirements must be complied with. 3       

 

Resources for understanding e-Discovery  

 

Following is a list of various excellent resources to better familiarize 

one with the meaning and implications of e-Discovery. By no means an 

exhaustive list, these resources are intended as a sampling of an ever-

increasing body of information about the emerging realm of e-

Discovery and what it means for your organization. Most offer both 

topical and technical analysis and should be helpful in building liaisons 

between technology and legal people in your organization.    

 

discoveryresources.org 

Up-to-date information, resources and news available about e-

Discovery directed at legal professionals seeking to understand the 

many new technological and legal challenges associated with e-

Discovery. 

 

lsva.com/pn 

Litigation Support Vendors Association (LSVA) is a not-for-profit pro-

viding free forums moderated by industry experts and representatives 

from major software companies covering topics from jobs, computer 

forensics and e-Discovery to best practices and standards.  

 

infogovernance.blogspot.com 

Blogspot: The Information Governance Engagement Area aggregates 

key compliance and e-Discovery news for further review, study, and 

consideration by legal and corporate professionals.   

 

technologycounsel.org 

News, information and commentary on legal and technology issues im-

portant to the emerging role of practitioners who must bridge the disci-

plines of law and technology. Includes information about the Office of 

Technology Counsel, a new organization within legal departments and 

law firms where law and technology issues are addressed. 

edrm.net  

Launched in May 2005, the Electronic Discovery Reference Model 

(EDRM) Project addresses a lack of e-Discovery standards and guide-

lines ï a problem identified in the 2003 and 2004 Socha-Gelbmann 

Electronic Discovery surveys as a major concern for vendors and con-
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sumers alike.  

clearwellsystems.blogspot.com/  

Thoughts about the evolution of e-Discovery; an excellent industry 

source including analysis, discussion and up-to-date commentaries.  

 

lawpartnerpublishing.com/publications  
Scroll to ñElectronic Discovery and Evidenceò a book by Michael Ark-

feld for an in-depth explanation of the many phases of the e-Discovery 

process. 

 

adlitem.com/store 

Scroll to ñLitigation Support Departmentò a book by Mark Lieb, Ad 

Litem Consulting for more on the e-Discovery process.  

 

ƴ Impact of E-Discovery 
 

Various indicators of just how widespread e-Discovery is arenôt hard to 

find. ñThe reality is that e-Discovery will eventually be part of the big-

ger information management market,ò wrote Forrester analyst Barry 

Murphy.3  

 

As for how all the current hype about e-Discovery will shake out in the 

near future: ñGiven the importance of e-Discovery domain expertise, 

itôs likely that consolidation will hit this market,ò Murphy wrote.  

 

In monetary terms, ñIt is estimated that the market size is approximately 

$1.8 billion and is expected to continue to grow,ò Murphy wrote.  

 

Echoing these predictions, The Gartner Group says that spending on   

e-Discovery software technologies and services is forecast to grow at 

more than 30 percent annually through 2010.4  

 

Impact of e-Discovery by industry, business type & size 
    

Clearly, in the wake of the 2006 FRCP amendments, e-Discovery will 

now be a major area of information management, one with which the 

healthcare, finance, education, business and legal industries all must get 

in step with and comply.      

 

Healthcare 
 

According to Physicianôs Digest, ñUnquestionably, these amendments  

 

will change Health Information Management practices such as the man-

agement, retention and disclosure of health information. The new Rules 

cover not only information in an electronic medical records system and 

other health information systems, but all data in electronic form, includ-

ing e-mail and instant messages.ò 5  

 

Spending on  

e-Discovery  

software  

technologies 

and services is  

forecast to 

grow at more 

than 30 per-

cent annually 

through 2010.  

ñ 

ò 

8 



 

 

 

The federal ruling will inevitably set standards for e-Discovery in state 

court cases and the new rules will ñdramatically affect how health care 

organizations manage their electronic data,ò according the report.   

 

Specifically, rules 16, 26, 33, 34 and 37 are all directly relevant to 

Health Information Management. Following are key concepts and their 

impact upon disclosure processes, retention and destruction, spoliation, 

and disaster recovery planning courtesy of Physicianôs Digest.  

 

ñDiscovery and Disclosure. Under the new Rules an organization must 

establish processes to address scheduling and pretrial conferences and 

the agreements reached between the parties for the preservation, disclo-

sure and format of electronic information. As such, Health Information 

Management and IT professionals must coordinate with legal counsel 

prior to a scheduling or pretrial conference to discuss information and 

records availability. Also, Health Information Management profession-

als should work with legal counsel and IT to ensure added privilege 

protections for HIV, mental health, substance abuse and employee re-

cords. In addition, Health Information Management professionals 

should be prepared to answer or research questions regarding the or-

ganizationôs systems such as the location, retention and accessibility of 

electronic health information within the various source systems and  

 

databases. Importantly, under the new Rules parties in a lawsuit must 

prepare for and schedule a conference to address their plans for e-

Discovery and document production within 120 days of the filing of the 

lawsuit. 
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To cope with the growing volume and complexity of e-Discovery 

issues, companies have had no choice but to adopt new processes. 

These include: 
 

Ψ Collect and Preserve: Most companies have now established   

    procedures so that, when the need arises, they can collect all data  

    relevant to a case and ensure that it cannot be changed or deleted. 

  

Ψ Analyze Up Front: When presented with more work than can be  

    done, a companyôs only option is to work smarter, not harder.   

    That means analyzing the collected data up front, to cull it down  

    to only those emails and documents directly relevant to the case  

    at hand.  

 

      Ψ Collaborate Efficiently: e-Discovery has become a team sport.  

           And whenever you have a team, you need a playbook, or a  

           process, to ensure work is not repeated and that everyone is     

           marching towards the same goal.  

       
Source: Aaref Hilaly, ñE-Discovery 2.0,ò clearwellsystems.blogspot.com  



 

 

 

ñRetention and Destruction. Retention and Destruction are critical con-

cepts in the e-Discovery process. Organizations must know where in-

formation is located (i.e., back-up tapes, instant messages, voice mail, e

-mail, word processing drafts, shadow records) and establish a routine 

policy and practice for both retention and destruction which specifically 

identifies when the informationôs useful life is over, resulting in de-

struction. The new Rules provide a safe harbor in circumstances where 

information cannot be produced because it was destroyed as a result of 

routine policy and practice. Of course, sanctions can be imposed for 

improper destruction. In the event of an organizationôs replacement or 

upgrade of an electronic information system, the electronic informa-

tionôs accessibility, retention, and destruction must be considered. 

 

ñLitigation Hold or Preservation Order. A litigation hold or preserva-

tion order in the context of e-Discovery is the same concept as that ap-

plied to a paper-based medical record. It suspends the normal practice 

or disposition, including destruction, of paper and electronic records. 

Organizations must establish a policy and procedure that addresses the 

suspension of the usual record retention and destruction policy in the 

event a litigation hold or preservation order is issued. The policy should 

identify who has the authority to suspend the usual policy, who is re-

sponsible for communicating the litigation hold or preservation order 

within the organization, who is responsible for implementing the hold, 

and who has authority to lift the hold. 

 

ñSpoliation. Spoliation is the legal term for intentional destruction, al-

teration, or concealment of evidence. An organizationôs legal health 

records must be reasonably protected from spoliation. Efforts to prevent 

spoliation should be closely tied to an organizationôs policies and pro-
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To prepare for the potential need to comply with these new 

[FRCP] rules, higher-education technology association  

EDUCAUSE strongly encourages IT and legal departments to 

work together to develop the necessary policies and practices for 

compliance. Parties to litigation must be able to: 

 

Ψ Identify what may constitute relevant ESI [electronically     

       stored information]   

Ψ Locate ESI on media and information systems  

Ψ Define who is responsible for locating, retrieving, and  

       producing the ESI, and ensure that party is prepared to testify    

       in court as to the institution's policies  

Ψ Preserve, search and analyze ESI  

Ψ Institute a ñlitigation holdò whereby all potentially relevant  

       information is preserved in its original form 
 

 

Source: EDUCAUSE 



 

 

cedures for record retention and destruction, as well as to the policy and 

procedure for a litigation hold or preservation order. 

 

ñDisaster Recovery. Disaster recovery planning should be part of any 

record retention policy or plan. This facet of the plan has two goals: (i) 

preservation of patient records in the event of a disaster; and (ii) return 

of the organization to usual operations as quickly as practicable with as 

little disruption as possible. Back-up processes are important to an or-

ganizationôs resumption of operations after a disaster; however, old 

back-up tapes can also be a legal liability. Consideration of destruction 

of back-up tapes once their useful life is over should be addressed in the 

retention and destruction plan.ò 

 

Finance 
 

The amended rules are to CIOs what Sarbanes-Oxley was to CFOs, ac-

cording to Riki Fujitani, a former attorney and now president of IT ser-

vice provider Hoike. While the rules apply to federal cases, state courts 

tend to follow the higher courts, he says. 6 

 

Information Week provides an excellent synopsis of FRCP implications. 

While directed to financial leaders, the advice has broader application: 

ñYou have to know what information your company is storing and 

where itôs located. If you have a policy governing how long your com-

pany stores information before itôs purged, be prepared to prove that 

policy was in effect and enforced before the courtôs request for informa-

tion. And if you think it's going to be too difficult or expensive to find 

court-requested data, you'll need to prove it.ò 7 

 

To be clear, e-mail has been used as evidence in court cases for years. 

What the amended rules also cover are electronic documents, spread-

sheets, image and sound files, and database info. Language is inclusive 

enough to cover any electronic media developed in the future. The 

amendments explicitly state that requested information must be turned 

over within 120 days after a complaint has been served on a defendant. 

Deadline unmet? The electronic evidence could be ruled inadmissible. 

If a defendant is sitting on potentially damaging evidence, courts can 

levy fines and other penalties.  

 

ñThe courts are showing their understanding that information is much 

easier to retrieve from modern storage technologies, while at the same 

time acknowledging that finding the right information on obsolete me-

dia could be just as difficult as digging up a paper document in a ware-

house of filing cabinets,ò InformationWeek reports.    

 

CIOs, CFOs, and other C-level leaders in all sectors must confront the  

challenges poised by the new federal amendments. ñThrough 2010, 

companies that have not adopted formal e-Discovery processes will 

spend nearly twice as much on gathering and producing documents as 

they will on legal services.ò 8 
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Education  
 

The main push for school districts these days is in archiving their elec-

tronic mail traffic. ñDistricts that do not comply may have difficulty 

defending themselves against lawsuits, or responding to law enforce-

ment subpoenas.ò 9  

 

A recent survey of K-12 administrators by Oceanport, NJ-based 

Commvault indicates that 90 percent of school officials have no plan in 

place to handle the newly mandated retention of electronically stored 

information by the federal court system. 10    

 

Every electronic document stored by an organizationðe-mail, instant 

messages, financials, voice mail and all text and graphical documentsð

must be retrievable in a ñreasonableò amount of time, which the court 

further defined as 30 days.  

 

In the same survey, one third of responding IT managers arenôt even 

aware of the amended federal court rules. And 90 percent of schools 

havenôt even initiated an FRCP compliance-preparedness plan, while 80 

percent of the administrators surveyed said they are unclear about their 

governing school districtôs e-Discovery policies. 

 

Legal  
 

To get an idea of just how big e-Discovery is in legal terms, one promi-

nent lawyer quoted in The Economist said the 2006 FRCP amendments 

are the ñsingle most significant changeò to the legal system since he left 

law school in 1969. 11    

 

As for what that means in terms of workload and money, one industry 

analyst explains: ñTypically those documents are delivered to legal pro-

fessionals who go through the due diligence of reviewing them,ò says 

John Gubernat, director and global solution lead at EMCôs Compliance 

Practice. ñThere is a direct correlation between the number of docu-

ments [reviewed] and the size of your legal bill.ò 12 

  

Dangers and cost of improper or no action 
 

In the course of e-Discovery, evidence of destruction or failure to pro-

duce electronically stored information could lead to sanctions, costly 

penalties and loss of the entire case. 

 

 

Over the past several years, there have been a number of e-Discovery- 

related horror stories. Whether they actually saw full follow-through is 

in question, but the circumstances are enough for any company or 

school district to sit up, take note and ensure they do not fall prey.  
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ñIf a former employee subpoenas company e-mail in the course of a 

wrongful termination lawsuit, your organization could face a lengthy 

and expensive search for back-up tapes of e-mail messages,ò according 

to a report from The ePolicy Institute. 13  

 

For example, in a particularly harrowing case, the court ordered that a 

Fortune 500 company turn over any e-mail  mentioning the name of a 

former employee suing the company for improper termination. With no 

e-mail purging policy in place, the company faced the prospect of 

searching more than 20,000 back-up tapes containing millions of mes-

sages. Cost per tape: $1,000. Grand total for that electronic search: $20 

million. 14 

 

Perhaps the most well-known cautionary tale associated with e-

Discovery is Coleman v. Morgan Stanley, with a $1.6 billion verdict 

against Morgan Stanley and the trial courtôs granting an adverse infer-

ence instruction for destruction of e-mails. 15  

Industry challenges for proper compliance 
 

With any new attempt to bring order to an area, there is a cycle of put-

ting in that order followed by an immediate discharge of confusion and 

eventually, things begin to fall into place and the initial order comes 

into being. The challenge for all sectors is to understand that there will 

be confusion and emotion even, to confront and understand e-Discovery 

requirements with regard to digital data retention, and to get help in 

assessing current electronic storage models. The wrong thing to do is 

wait until a situation arises and learn the hard way. Build a strategy 

now, and draw from the expertise of reputable firms that specialize in 

data storage and offer e-Discovery solutions.     

 

   

ƴ BitLeapôs E-Discovery Options 

BitLeap has had many inquiries from business and education customers 

and other contacts in the past few months regarding e-Discovery, and 

realizes that businesses and schools are being required to implement 

new e-mail message level data retention capabilities due to federal 

regulations.  

 

BitLeapôs contacts have expressed concerns that many have about the 

cost of available solutions and their integration limitations with an or-

ganizationôs existing disaster recovery practices. 

 

To that end, here we provide an exclusive view of BitLeap e-Discovery 

options for e-mail archiving and offsite backup. By sharing details of 

this groundbreaking new solution, BitLeap can help your decision mak-

ing process to effectively and affordably meet the  new requirements. 
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